New Products (rourth uarter Fy21)

Background

The Center for Development of Security Excellence (CDSE) is a nationally accredited, award-
winning directorate within the Defense Counterintelligence and Security Agency. CDSE provides
security education, training, and certification products and services to a broad audience supporting the
protection of national security and professionalization of the Department of Defense (DOD) security
enterprise.

CDSE Content Areas: Counterintelligence, Cybersecurity, General Security, Industrial
Security, Information Security, Insider Threat, Operations Security, Personnel Security,
Physical Security, and Special Access Programs

Highlight Summary
CDSE provides courses and products that keep pace with changing policies and evolving security
environments. During the fourth quarter of FY21, CDSE released the following:

New Courses: Personnel Security

New Security Shorts: Physical Security and Insider Threat
New Security Awareness Games: Insider Threat

New Webinars: Insider Threat

New Job Aids: Insider Threat

New Case Studies: Insider Threat

NEW

Training Products

== Courses
Training to keep security professionals updated on security policy and procedures, delivered online or in-
person.

e New Introduction to DOD HSPD-12 CAC Credentialing (PS$112.16)
Updated version of eLearning course that provides a basic overview of the Personnel Security
Program (PSP), which includes designation of sensitive duties, investigative and adjudicative
practices, and security officer responsibilities under the PSP.
https://www.cdse.edu/Training/elLearning/PS112/

e New Introduction to Suitability Adjudications for the DOD (PS010.16)
Updated version of eLearning course that provides introductory training for individuals
responsible for carrying out suitability adjudications within the DOD. It provides instruction on the
basic phases of suitability and the responsibilities of the Office of Personnel Management (OPM)
and the agency or component during each of these phases.
https://www.cdse.edu/Training/eLearning/PS010/
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E;.I Security Shorts
Allow security professionals to refresh their knowledge of a critical topic or quickly access information
needed to complete a job.

e Functions of Entry Control Facilities (ECFs)/Access Control Points (ACPs)
Description — Explain the function of the four ECF/ACP zones: approach, access control,
response, and safety.
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/ecf/story.html

e How to Conduct an Inspection — Helpful Tips
Description — Provides tips on the formal DOD inspections process to include pre-inspection,
inspection, post inspection, and follow-up.
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/inspection/story.html

¢ Insider Threat and Cultural Awareness
This interactive story demonstrates the importance of cultural competence when managing risk in
a cross-cultural setting and encourages reporting of concerning behavior to the Insider Threat
Program.
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/int-cultural-
awareness/story.html

Q Security Awareness Games
Quick and easy ways to test your knowledge and encourage security awareness at your organization.

e Targeted Violence Game
Players will be presented with fictional situations and options to navigate those situations for the
best outcome. These situations can be discussed with both leadership and coworkers.

https://securityawareness.usalearning.gov/cdse/multimedia/games/kinetic/index.html

i
Webinars

A series of recorded, live web events that address topics and issues of interest to defense security
professionals.

e 2021 Insider Threat Virtual Conference Recordings
The 2021 Insider Threat Virtual Conference features senior level speakers and panelists who will
present on the current state of DOD, federal, and industry insider threat programs; the importance of
cultural awareness in combating the insider threat; strategies for developing positive organizational
culture and sub-culture; and resources for training and professionalization of the insider threat
practitioner community.
https://www.cdse.edu/Training/Webinars-and-Conferences/

¢ Organizational Culture and Countering Insider Threats

The United States Marine Corps Insider Threat Program shares a framework and examples of how
organizational culture can counter insider threats.
https://www.cdse.edu/Training/Webinars-and-Conferences/

I Job Aids

Security products designed to provide guidance and information to perform specific tasks

e Potential Risk in Informal Banking and Finance
This job aid will focus on the cultural practice of informal banking and how participation in informal
financial practices may increase an insider’s potential risk of becoming an insider threat.
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https://www.cdse.edu/Portals/124/Documents/jobaids/insider/Potential-Risk-in-Informal-
Banking.pdf?ver=KvXXLVb4XYIzEwWTAXdIpBg%3d%3d

Insider Risk Implementation for Food and Agriculture

This job aid provides guidance for food and agriculture facilities and organizations. It supports the
development and implementation of insider risk programs with these critical organizations.
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/Insider-Risk-Food-and-Ag.pdf?ver=-
ftOxXAw0CZ31fDIiDHGMza%3d%3d

Il case Studies
Analyzed accounts of real-world security activities, events, or threats.

Miriam Taha Thompson Case Study

The Insider Threat team released a new Case Study on Miriam Taha Thompson, which covers the
crime, sentence, impact, and potential risk indicators in a case of espionage.
https://securityawareness.usalearning.gov/cdse/case-studies/index.php

Christopher Victor Grupe Case Study

The Insider Threat team released a new Case Study on Christopher Grupe, which covers a case
of sabotage.
https://www.cdse.edu/Portals/124/Documents/casestudies/case-study-christopher-victor-grupe.pdf

Jean Patrice Delia/Miguel Sernas Case Study
The Insider Threat team released a new Case Study on Jean Patrice Delia/Miguel Sernas, which

covers a case of trade secret theft.
https://www.cdse.edu/Portals/124/Documents/casestudies/case-study-delia-sernas.pdf
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